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Decision/action requested

Approve the pCR below
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Rationale

This contribution contains two contents:

1) Detail SUCI structure. Propose a new data filed that is specified and used by the HPLMN. This data field is an optional data field. It can provide routing information that can be used to find UDM or SIDF by the HPLMN.
2) Describe the conditions of SUCI generation in USIM or ME.
3
Detailed proposal
*** BEGIN CHANGES ***
6.12.2
Subscription concealed identifier

The SUbscription Concealed Identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. The UE shall generate a SUCI using the raw public key that was securely provisioned in control of the home network. 

The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.

The UE shall not conceal the home network identifier, e.g., Mobile Country Code (MCC) or Mobile Network Code (MNC).

The UE shall construct the SUCI consisting of the following data fields:
-
protection scheme identifier that represents the null-scheme or a non null-scheme specified in Annex C or a protection scheme specified by the HPLMN.

-
protection scheme profile identifier that represents a profile defined for a protection scheme. There is no profile for null-scheme. In case of null-scheme being used, this data field shall be set to null.
-
home network public key identifier that representing a public key specified by the HPLMN. In case of null-scheme being used, this data field shall be set to null.
-
home network identifier that represents the Mobile Country Code (MCC) and Mobile Network Code (MNC).
-
protection scheme-output that represents the output of a public key protection scheme specified in Annex C or a public key protection scheme specified by the HPLMN.
-
extended home networrk identifier that represents an optional data field defined by the HPLMN. The HPLMN can use the information held in this data filed to route this message to the target AUSF or UDM in HPLMN.

Depend on the operator's decision and indicated by the USIM, the SUCI is calculated in either USIM or ME:

-
In case the indication shows that the calculation of SUCI shall be performed in the USIM, the USIM shall calculate the SUCI and the ME shall use the SUCI provided by the USIM for a registration procedure.
-
In case the indication shows that the calculation of SUCI shall be performed in the ME using a non null-scheme, the USIM shall provide the following information:
-
SUPI;
-
protection scheme identifier;
-
protection scheme profile identifier;
-
home network public key;
-
home network public key identifier.

The USIM may provide the following information:

-
extended home network identifier.

According to the information provided by the USIM, the ME shall calculate the SUCI using a protection scheme specified in Annex C:
-
In case the indication shows that the calculation of SUCI shall be performed in the ME and the protection scheme is null-scheme, the USIM shall provide the following information:
-
SUPI;
-
protection scheme identifier;

The USIM may provide the following information:

-
extended home network identifier.

According to the information provided by the USIM, the ME shall calculate the SUCI using the null-scheme specified in Annex C.
-
In case there is no indication from the USIM and the USIM can provide the SUPI to the ME, the ME shall calculate the SUCI using the null-scheme specified in Annex C.
Editor's Note: The freshness and randomness of the SUCI, that has been generated with other schemes than the null-scheme, are FFS. It may be that each of the schemes will take care of this issue, and no standard solution would be needed.
*** END OF CHANGES ***
